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1 
Abstract

This report investigates the electronic tracking of traded goods, focussing on the attachment of multimedia to physical products in the supply chain, giving a snapshot of current tracking technology. The report is based upon a project proposal entitled Fair Tracing [c03]. The Fair Tracing project aims to construct a system that can track and attach media to Fair Traded and similar goods from developing countries that can be viewed by consumers in the West, increasing accountability and transparency in global trade. Existing asset tracking technology is examined, and a simple product information browser program (entitled fairtrace) is presented to give a demonstration of how the Fair Tracing system could function. Research into asset tracking technology revealed RFID (Remote frequency identification) as the most suitable and widely used method of tagging and tracking physical objects. A system called the EPCglobal network designed by research teams from several universities is rapidly becoming the global standard for tracking consumer-packaged products. The EPCglobal network is examined in detail and posed as a possible solution to meet the requirements set by the Fair Tracing project proposal. The Fairtrace program presented is examined in depth, giving database and user interface information, a breakdown of each Java servlet, a small user tutorial and a detailed look at the use of Google Maps JavaScript is provided. The report concludes by discussing the integration of EPCglobal with Fair Tracing and the problems relating to RFID/EPC, arguing that while the EPCglobal network appears to be an attractive solution to use, the issue of subscription cost has to be taken into account to coincide with the open source nature of the project, and the various criticisms of EPCglobal addressed. The issue of transparent communication is mentioned, as corruption is frequent in developing countries, as well as the nature and importance of a pilot that, despite possible high costs, is essential in avoiding expensive mistakes. The future of the software is examined, outlining the possibility of including carbon footprint information in the map display and the addition of product comments that could be added by consumers at the end of the supply chain.

2 Project aim

2.1 Overview

The aim of the project is to investigate the digital tracking of physical objects using computers, database systems and the Internet, and to incorporate the attaching of multimedia files to the tracked objects. The incentive for tracking objects with attached multimedia derives from a project proposal with the title ‘Fair Tracing’. Throughout this report, the title ‘fairtrace’ will refer to the software covered below, while the name ‘Fair Tracing’ refers to the EPSRC report.
2.2 Fair Tracing aims

The Fair Tracing project was proposed at the end of 2005 and sprang from the Engineering and Physical Sciences Research Council (EPSRC) to bring modern digital tracking and tracing technology to the Fair Trade model of global trade. The project is to be run from the University of Bradford in conjunction with researchers from other universities and is set to commence in October 2006. The Fair Tracing project aims to reduce the information and technological disparity between producers and consumers involved in fairly traded products. This is to be achieved by giving the producers and distributors access to supply chain data and the ability to digitally attach image, video and audio files to products that can be accessed by consumers. The observing of attached multimedia files to physical products can benefit consumers by ensuring that the product in question abides by the standards set by Fair Trade, allowing for more informative purchasing decisions. The producer gains from the benefits associated with Fair Trade, including fair prices and working conditions and the assurance that information can be transferred directly to the consumer via the digital media files. The producer will also be able to access supply chain data, including the route taken and price variations of goods produced. 

2.3 The fairtrace program: aims and description

This report aims to gather and present the current methods and technologies used in asset tracking, and determine how they can be applied to the Fair Tracing project aims. A small program written in Java entitled fairtrace is provided as a limited but functional working model of a product information browser. The program serves as a demonstration of what could be achieved by attaching media to products as well as information such as product route, date and time information, and added product comments. The program utilizes Google Maps to display product routes through the supply chain, giving instantly accessible data in an easily understood and presentable format. The program also demonstrates the use of profiles used to assign media to products. A simple profile creator and editor function is included, along with a user account manager. A user can sign in or create and account, then create profiles for a particular account, or edit existing profiles. Media files can be attached to profiles, which could then be assigned to products entering the supply chain. As the program only models the viewing of products and profiles, the addition of new products in beyond the scope of the program, so it is not possible to assign new profiles to existing products in the database. 
3 Work breakdown structure

0. Project 

1 Build fairtrace program

1.1 Design user interface

1.2 Design fairtrace database

1.3 Write code to manage fairtrace database

1.3.1 Write FTInitialize: database installation program

1.3.2 Write FTDelete: database deletion program

1.3.3 Write FTAddTestData: database test data program

1.4 Write code for fairtrace program

1.4.1 Write product java servlets

1.4.1.1 Write Google Map servlets

1.4.1.1.1 Learn basic JavaScript

1.4.1.1.2 Follow Google Map API tutorial

1.4.2 Write profile manager servlets

1.5 Test fairtrace program

1.5.1 Test fairtrace program on local machine

1.5.2 Test fairtrace program on remote machine

1.5.2.1 Alter source code

1.5.2.2 Install program on university machines

1.6 Set up Netbeans: Java IDE

2 Report 

2.1 Research asset tracking technology

2.1.1 Post in forums and send emails to relevant organisations
2.1.2 View asset tracking organisation websites

2.1.3 Consult related literature
2.1.4 Apply for EPCglobal subscriber pack
2.2 Design format

   2.3 Write report 

   2.4 Edit report 

3 Project Management 

   3.1 WBS

4 Preparatory work

Before any coding could take place, relevant research had to take place to put the project in context with existing technology. As the project is not heavily code based, an emphasis on research into existing technology and supply chain systems was required. 

The research was mainly web based; many organizations involved in asset tracking maintain websites containing a multitude of information including white papers and case studies describing the systems architectures used. 

A hard copy of the EPCglobal subscriber’s information pack [c02] was obtained from EPCglobal via postage. The information pack contained subscription information, costs and terms and conditions. A document containing many RFID case studies and RFID manufacturers’ advertisements were also included. The case studies gave informative insights into the integration of RFID technology and existing supply chain systems, giving a breakdown of benefits received and challenges overcome for a wide range of different companies. 

The code was written in Java and implemented using the Netbeans IDE in OS X and windows XP. Netbeans includes a built in Tomcat server that allows servlets to be generated and tested easily. The code was also tested on the UCL Computer Science lab Unix workstations remotely. The code needed to be modified slightly to run on the Unix machines as different database drivers were used and URL links needed to be updated.

Writing the code built upon previous knowledge of Java, MySQL and java servlets. Some revision of html forms was required [a14], although Netbeans includes an html assistant function that proved useful. The Google Maps generated used JavaScript and the Google Maps API. The Google Maps website contains detailed help with the API [a15] and proved invaluable when implementing the product map servlets. 
5 RFID

5.1 What is RFID?

RFID is becoming a buzzword in the retail sector and enjoys frequent coverage in magazines, websites and online journals. Opinions are divided and some companies are being pressured into adopting RFID technology ([c01] p16). As RFID is integral to the future of supply chain management and asset tracking, it is important to examine RFID in detail as the Fair Tracing project is directly involved in areas where the technology is focused.

Radio Frequency Identification (RFID) is a technology that can be applied to the tracking of goods through a supply chain. An RFID tag can be attached to a product as a means of identification, much in the same way as a barcode. Whereas a barcode reader must be manually swiped across a barcode, the RFID tags use electro magnetic waves that can be detected from a few centimeters away up to ranges reaching hundreds of meters, depending on the type of RFID tag used. The technology has been available for decades, but as the chips have become smaller and less expensive to manufacture, RFID is becoming a feasible method of asset tracking and product identification. The goal of RFID can be seen as connecting physical objects to the Internet, using the RFID system as a node. 

Technically the term ‘RFID’ refers to the system of tags and readers using radio waves to communicate, but is often used to also describe the entire system of supply chain management using RFID, from the physical tags to the processing of information on electronic databases. Section 5 focuses on the RFID tags and readers and the entire system as a whole. Section 6 examines the other components described in the EPCglobal network, including the systems of naming, processing and presenting data describing tagged products.

5.2 How does RFID work?

A transponder (or a tag) attached to a pallet is read by a transceiver (a reader) via an attached antenna. The data is then processed via the middleware, where readings are processed into a useful format that represents a successful identification that can then be stored and used accordingly.

When a reader reads a passive tag, the antenna attached to the tag receives the radio signal, and transmits the information stored on the tag’s chip (known as the integrated circuit). A passive tag acquires power from the reading device, whereas active tags are self-powered and transmit at greater ranges but at a higher production cost. 

RFID uses electromagnetic waves to transmit information in the same way that a radio station transmits audio in the form of radio waves to a consumer radio. The only difference between a radio signal and an RFID signal is the frequency (and wavelength) of the electro magnetic wave used. Wave frequency is simply the rate of oscillations performed by a wave and is measured in Hertz (cycles per second). The only difference between an X-ray, microwave ray, radio wave and ultraviolet light is the frequency of the wave in question. RFID uses a range from 125 kilohertz (low frequency or LF) to 5.3 gigahertz (ultra high frequency or UHF) with an HF (high frequency) band located somewhere in between.

The tags and readers are designed with a specific operating frequency in mind. An antenna in a tag will only resonate at the frequency that it was designed to use, defined by its shape and size. In accordance, the shape and size of the reader’s antenna reflects the operating frequency.

The detection range of active tags is relatively large (up to 300 feet), whereas passive tags only operate at smaller distances (a few inches up to 30 feet). Although active tags benefit from greater range, they are more costly, require more maintenance and have a limited life span due to onboard power supplies. Improved passive tag technology is responsible for the current wave of RFID adoption, as costs are reduced and operating ranges increase. ([c01] chapter 4).
5.3 How is RFID used?

RFID can be adopted in many different areas where physical objects need to be tracked (serialization). RFID can improve on current systems such as existing retail supply chains and warehouse logistics, but can also allow for new ideas and systems to emerge (discussed below).

RFID technology is currently used by public transportation systems in several countries including Russia, USA and Britain. The RFID tags are imbedded in plastic cards used to store travel credit that can be topped up online and scanned when commencing transit. RFID is also used for toll collection in cars, baggage identification in airports and even the tracking of livestock [a05].
An RFID tag is simply a holder of information that can be read remotely via a reader. Without a systematic methodology of naming and categorizing, product identification is difficult. EPC (electronic product code, discussed in section 6.1) numbers are used with RFID tags in the same way that UPC (Universal Product Code) numbers are used with Barcodes. A scanned RFID tag will hold a single EPC number in its integrated circuit, just as a barcode holds a UPC number. Barcodes have been in use for over 30 years and have become an integral part of consumer product identification and retail. An RFID tag differs from a conventional barcode in the way that products are identified. A barcode that is scanned in a supermarket checkout counter will return product information such as price and product name. An RFID tag has the capacity to uniquely identify the object, allowing individual items to be tracked.

The immediate benefits of RFID over barcodes are clear. Barcodes require much more time and effort to scan than RFID tags. If a large amount of pallets are being unloaded into a warehouse, they can simply be wheeled through docking doors attached with RFID readers instead of being unpacked and scanned manually. Information regarding stock levels is then obtained very quickly allowing redirection of stock where needed. These benefits can save a company profits and time. As the middleware can utilize correctional algorithms when receiving ECPs from tags, duplicates can be deleted and meaningless results corrected human error and can be reduced. Stocks are also tracked more efficiently, reducing shrinkage, which costs some companies dearly.

Despite the aforementioned benefits, RFID are not designed to replace barcodes outright. Initially at least, RFID will work alongside barcodes and mainly be used to track larger containers of goods and not individual items. In some cases, it can be cost effective to track certain items, especially when counterfeiting is occurring. Several drug companies in the USA and in Britain are utilizing RFID to serialize products, resulting in reduced counterfeiting and quality control [c02].
In some cases, active tags and tags with sensors can be used to great effect. Tags that record temperature, shock damage, and humidity can be used to ensure product quality. Companies handling fresh produce such as vegetables can ensure product freshness by ensuring first expiry first out (FEFO) instead of the regular first in first out (FIFO) [c02].
Certain expensive items of clothing like suits can be fitted with tags, allowing for rapid stock taking using handheld RFID readers, ensuring correct sizes are available. [c02]
Re-writable tags can also be used in a more closed system. Marks & Spencer use a system of tagged fresh food baskets that allow readers to write information to tags as well as read them. This allows information exchange without a centralized database. [c02]
Some of the more exciting and groundbreaking uses for RFID are item level tagging and shopping trolley tagging in supermarkets. Metro AG, a German supermarket company, has rolled out the use of item level tagging on selected items along with shelves imbedded with RFID readers. Every time an item is removed, the shelf detects the removal of a product and notifies a member of staff. This stops shelves becoming empty and profits being lost. Product information can also be supplied to a consumer, when a consumer picks up a product, the shelf fitted with the RFID reader can display product information on a screen. This is an area of RFID usage that fits the requirements of the Fair Tracing project. A shopping cart could be fitted with a reader and a screen displaying total price of cart contents and simply wheeling the cart past a reader could price up and charge the customer, reducing the need to unpack each good first. Wal-Mart has issued a mandate requiring RFID adoption for the tracking of pallets by all of its suppliers. This has received a mixed reaction, as adopting RFID is costly and time consuming, and some companies are unsure of the supposed gains from using RFID. [c02]
It is clear that there are many varied benefits, to the consumer and to the supplier, in adopting RFID. The Fair Tracing project can benefit from many of the different uses of RFID. In particular, smart shelves fitted with readers would appear to be an ideal way of supplying product information to a consumer. The logistical tracking of goods will not only increase efficiency, but will make available accessible supply chain transport and route information to everyone involved from the producers to the consumers.

5.4 Security and public opinion

As with any product that affects and is used by the public, the public opinion is important. RFID has received negative press from many people who see RFID as a system of tracking that could be used to infringe on civil liberties. The claims against RFID range from a fear of a paternalistic government tracking movements and purchases of individuals, to the fear of RFID tags being placed in paper money to track spending patterns. The claims have been refuted by proponents of RFID [a01], who claim that RFID tags are simply not cheap enough to put in money and that the benefits to consumers outweigh any negative factors. One cause for the alarm was a pilot carried out by Tesco, the UK supermarket company, which used RFID tags with Gillette razors. The razors are subject to theft due to the high price to size ratio, and so were fitted with RFID tags that alerted a reader on the shelf to take photographs of customers to aid crime prevention. The pilot caused much alarm and concern regarding human rights and privacy. [b26]
A more immediate concern is the issue of security. An article in Wired magazine ([b19] & [b20]) highlighted an instance of security problems with RFID. The problem lies in the new passports containing RFID tags that the US government are beginning to distribute. A security and RFID expert managed to access the information on his passport using simple software and an RFID reader. Although the information is digitally signed, it is not encrypted, allowing easy retrieval by a third party. The problem is serious and does need to be addressed.

Another socially related problem is the structural unemployment caused by more automation in the retail sector ([co1] p247). With RFID installed at check out, staff will not be needed to manually check out items purchased. Although this problem is a valid one, concerns such as these rarely influence the decision of companies adopting new technology, who view improved technology as essential to growth, usually increasing profits and sometimes creating new jobs in the process.
5.5 The Future of RFID

RFID is not likely to replace barcodes in the near future, and will instead focus initially on pallets and crates containing products. Only when passive RFID tag prices are sufficiently low and adoption is more widespread, will the barcode be under threat in the retail industry. 

RFID has already broken into public transport and passport systems, and will continue to dominate these areas. As more companies adopt RFID, standards will improve and new inventive systems will emerge. The Fair Tracing project is an example of RFID being used in a new and exciting way, directly benefiting producers, consumers and possibly charities and similar organizations who adopt it.

The future spread of RFID may be hampered by the use of existing warehouse management systems (WMS) used to streamline logistics and increase efficiency within a warehouse. WMS mainly benefits the company using the system and does not offer an integrated solution like EPCglobal, it is likely that an enterprise using a WMS may be less inclined to upgrade to the EPC network. Many manufacturers point out that evidence of business benefits from piloted EPC network systems is not persuasive enough to warrant adoption, and more detailed business cases are required [b27].
6 Breakdown of RFID

6.1 Auto-ID & EPC Global

The Auto-ID center was founded in 1999, as a federation of researchers based in seven different high-ranking universities including MIT and Cambridge. The Auto-ID center was working in conjunction with nearly 100 companies to develop and standardize system architecture capable of tracking objects and creating an ‘Internet of things’. The group received funding from successful companies such as Gillette and Procter and Gamble. Late in 2003, after successfully developing the EPC system, Auto-ID center split into two divisions, Auto-ID Labs and ECPglobal. Each division is funded by GS1, a global company creating the global supply chain standards. The Auto-ID Labs are still involved with the research-based side of the EPC network, improving and refining standards used [a07].
EPCglobal is responsible for promoting and encouraging the adoption of the EPC network by organizations and companies requiring supply chain management. EPCglobal promises subscribers EPCglobal manager numbers that can be assigned to pallets and items used by the subscriber. Gaining access to the manager numbers gives a company an identity space in the global database of EPC numbers. Others using the EPCglobal system can recognize a product bearing the company’s registered numbers as belonging specifically to that particular company. The nature of the manager numbers and EPC numbers is discussed below.

Subscribers are also promised access to ideas and developments taking place among the organizations of other subscribers. Input can be given, as subscribers can work closely with the Auto-ID Labs, implementing new systems and improving standards. Training, seminars and helpdesk support are also provided, in addition to online web resources and forums. The cost of a subscription varies according to annual turnover and subscription type (standard users, non profit making bodies and charities all receive different treatment) [c02].
6.2 Electronic Product Code (EPC)

The EPC is the information stored within the integrated circuit of an RFID tag. The EPC is the only information held by a standard passive tag, and is all that is required for product identification. The EPC is at the heart of the EPCglobal RFID architecture, and is the result of the research done by the Auto-ID center. An EPC is a string of numbers that is assigned to an item or a logical entity. The number is broken into different components, each part containing specific information.

An EPC number read from a tag contains 4 sections, a header and a 3-part identifier. The header is 8 bits long and defines the tag size and encoding used.  The identifier segment is broken into 3 sections, Domain Manager Number, Object Class number and Serial Number. The size of each identifier section varies with different encodings. The Domain Manager number is the number assigned to EPCglobal subscribers; a subscriber has sole use of the numbers assigned. When an EPC number is read, the Domain Manager number gives the name of the entity responsible for organizing and allocating the Object Class and Serial numbers particular to the domain. The Object Class number serves to group products sharing similar characteristics, the categorizing and ordering of object classes is the responsibility of the entity indicated by the Domain Manager number. The Serial Number serves to identify a particular item belonging to the specified Object Class defined by the domain [b24].
The most frequently used EPC is the EPC-96, which is 96 bits long. Plans to roll out EPC-256 (256 bits in length) are underway, which will be large enough to meet the global industry standards required. The identifier bit allocations are shown in the table below (note: all EPC types have an 8 bit header).
Table of EPC-96 and EPC-256 comparison [b24]:
	Encoding
	Domain Manager size (bits)
	Max no. of domains
	Object class size (bits)
	Max no. of classes
	Serial Number size (bits)
	Max no. of items

	EPC-96
	28
	2.7x108
	24
	1.7x107
	36
	6.9x1[a1]0

	EPC-256 type 1
	32
	4.3x109
	56
	7.2x1[a1]6
	160
	1.5x1048

	EPC-256 type 2
	64
	1.8x1[a1]9
	56
	7.2x1[a1]6
	128
	3.4x1038

	EPC-256 type 3
	128
	3.4x1038
	56
	7.2x1[a1]6
	64
	1.8x1[a1]9


6.3 PML & OMS

PML (physical markup language, defined in [b23]) is the name given to the collective system of data exchange generated from the successful reading of an RFID tag. PML includes the PML core, a schema covering all required data relating to an object with an RFID tag. The schema covers the date and time, productID and observation ID along with any additional tag information such as temperature sensor readings. 

The PML core is based on the XML standard. PML is not an XML replacement, but simply a blueprint using XML to rigidly define what kind of data is stored from an RFID reading, and how the data is organized. The PML core can be validated using  two XML schema files, one for checking information received from a sensor, and another to validate identities (such as EPC).

A PML file is created for each observation, and can contain a date/time element, a tag element (information stored on the RFID tag, including ID, sensor data and optional data elements), observation elements (including date, time and at least one tag element), and sensor data (containing ID and an observation element). The ID element is the EPC number representing the real world object. The data element can contain binary or text data.

The ONS (Object Naming Service) is used to access product information given an EPC. ONS works in a similar way to DNS (Domain Name Server), when given an EPC, the ONS will return network address information pertaining to the object represented by the EPC [b22].
6.4 Middleware

The middleware (sometimes referred to as the ‘Savant’, the now deprecated name for the initial Auto-ID middleware standard) is the software system that manages data received from the sensors scanning an RFID tag. The data is smoothed and cleaned, nonsensical and erroneous reading are deleted or corrected and duplicates are dropped. The middleware system funnels the thousands of readings from separate nodes into a single interconnected network, integrating with applications and existing WMS where necessary. The data can then be used to represent meaningful elements of an enterprise such as stock and logistic information.
7 System Overview

7.1 System Aims

The aim of the Fair Tracing project is to increase the transparency of global trade, hence allowing consumers in the developed world more information on which to base their purchasing decisions. Producers in the developing world will benefit from access to supply chain information and will be able to communicate to the consumers via media digitally attached to the products. Due to the detailed information available to consumers, the producers will hopefully enjoy acceptable working conditions and fair treatment, as any deviation from this will be recorded and transferred through the supply chain to the consumers.

7.2 System Description

The Fair Tracing system will store information about each product produced, the nature of information attached includes several forms. 

Product data

The initial data entered includes descriptions, location, date of production and information regarding the producers. This information will be entered by the producer or on his behalf when the product enters the supply chain. Media information including images, video clips and audio clips will also be added to the database. Profiles for each product can be created, so an entire batch of coffee from a single plantation could be assigned the relevant set of product data. Profiles could be updated as conditions change, avoiding instances of outdated product information. 

Transit data

In addition to the initial production data and media stored for each traded good, data collected during transit would also be recorded. As products are unloaded and transferred to different modes of transport, observation data would supply invaluable information regarding transit. Each observation would return location (in the form of GPS coordinates) and time, allowing a transit map to be generated. Additional data such as temperature, detailed location descriptions and various transport related data items could be included. Collection of transport data would allow for aggregate statistical analysis of shipping and environmental costs, allowing for more efficient logistical planning.

Comments

Comments could also be attached to products or product containers. Comments could be generated through automated scripts in the case of delayed delivery or changes in temperature. Comments could come in useful if a product is defected or damaged, allowing a user to track down related comments giving time and location information. As user created comments require time and effort, user comments would most probably be used to refer to a large unit of the product (such a crate or container) or dropped entirely in favour of automated comments. A pilot of the system would highlight the effective use of adding comments.

Profiles

A profile management system could be used to effectively manage and keep track of groups if media items. Using the profile manager, a user could log into the database and display all of his current profiles. Each profile could be viewed, edited or deleted. A profile would contain a selection of media items such as images, videos and audio clips, and will be assigned to each product entering the system. Before a batch of products are scanned prior to commencing their journey on the supply chain, a relevant profile could be selected. If a batch of coffee has just been delivered to the nearest Fair Tracing depot equipped with the required scanners, computers and operators, the person in charge of logistics could log in to the system and select a profile. The profile may be a regular profile for coffee that is used every week for the particular group of coffee plantation workers who produced the coffee. A profile may need to be amended to adjust for external shocks such as an el nino flooding or crop related disease, in which case, either a different profile would be selected or a new one created using new media data.

Media collection

The media must be kept up to date to reflect current events and changes. A possible solution would be to have regular interviews every few weeks or months, where the respondent would report any changes in working conditions or events that effect crop yields. Media could either be collected at the location of product creation (i.e. vineyard or coffee plantation) or at the depot where the products are initially scanned.

7.3 Adopting the EPCglobal Network

With the falling prices of RFID tags, computer workstations and the spread of the Internet in developing countries, an RFID EPC related system would seem well suited to the requirements of the Fair Tracing project. A large benefit from using RFID is the ease of scanning multiple products. Scanning hundreds of crates of tea using hand held barcode scanners would be time consuming and disrupt the transport of goods, requiring unnecessary unpacking. RFID tags can be scanned easily, provided that the tags operate at a frequency that allows enough range for detection. RFID tags can also be used to detect temperature, light, and humidity, and when scanned, can pass the information to the reader where it can be stored in the database.
The EPC system of naming individual items would be useful also, as the entire system architecture is already in place. To use the EPC system, a subscription to EPCglobal network is required. Once a subscription is acquired, a set of EPC numbers is registered in the name of the subscriber and can be used to uniquely identify companies and products particular to the subscriber. The ONS will then be updated and maintained to supply the naming of the products and companies represented by the EPC numbers. Subscriber can also participate in the Implementation Task Force (ITF) and help guide the research of the Auto-ID center into the commercial sector by refining existing standards and protocols. EPCglobal also stresses the benefits of signing up while the EPC network is still in its infancy, as early users can influence and shape the direction of the network as it grows [c02].
Subscribers must agree to terms and conditions regarding intellectual property rights. As the EPCglobal network is attempting to produce global standards, subscribers must agree to certain terms and conditions that attempt to stop new ideas being copyrighted. This should not concern a project such as Fair Tracing as the system is designed for use in the public domain. In addition to an annual subscription fee, a one-off joining fee is also required. The cost varies according to the annual turnover of the subscriber and the type of membership. Annual subscriptions cost roughly £100 for a low turnover of up to £0.5 million up to a maximum of around £2,500 for a turnover exceeding £1 billion. The joining fee ranges from £100 to £300 and additional EPCglobal manager numbers can be purchased at around £100 for a further 100,000 different numbers [c02]. These costs are in addition to RFID tag and reader hardware costs, computer equipment, training, maintenance, and infrastructure costs as well as the expensive task of setting up and running a pilot of the system.
7.4 Step by step example of the Fair Tracing system

The following set of steps gives a possible breakdown of the Fair Tracing system. In the example, the producer is a farmer in Chile producing wine, and the consumer is a British citizen in England. The main depot in Chile is the point where the product is initially scanned and contains the necessary scanning technology, supply of RFID tags, computer workstations, a reliable Internet connection, and trained administrators. Note that step 0 is only carried out periodically or when indicated by step 2, it is not performed every time the cycle is run. The system described below assumes RFID tags are used in conjunction with the EPCglobal architecture.

Step 0: Interviews with farmer are carried out and recorded on video and audio formats. Photographs are also taken, and are taken back to the depot and uploaded to the database and assigned to a profile.

Step 1: A batch of wine is produced by the farmer and is delivered to the depot.

Step 2: The farmer is asked for any information that could be added to the current profile, such as an external shock affecting productivity or change in working conditions. If any relevant information is given, it is recorded by an administrator in an appropriate media format and added to the current profile or included in a new profile is necessary. If the situation requires, administrators travel to the location of wine production and perform step 0.

Step 3: The wine is fitted with appropriate RFID tags containing EPC numbers identifying the product type (assuming item level tagging). The ECP identities are either pre-ordained or registered upon arrival of new product types not currently identified by EPCs. All containers holding the wine are also tagged, from small boxes holding several bottles to the entire crate holding the boxes.

Step 4: The administrator selects the related profile; in this case the current profile for wine specific to the farmer in question is selected.

Step 5: The wine is then scanned using the RFID reader. Depending on the RFID tags and scanners used, this step can ideally be relatively straightforward and simply involves moving the batch of wine through a gate with RFID scanners attached.

Step 6: The data scanned is recorded and uploaded into the database. The administrator checks to make sure the data is recorded properly and attaches any comments to the batch of wine if needed (such as a late delivery or damaged contents). The software should pick up and correct errors such as duplicated scans or meaningless readings.

Step 7: The batch of wine is loaded into a vehicle (truck/boat/plane etc.), ready for transport.

Step 8: At some point during the journey, RFID readers scan the wine and logistical transport information is loaded into the database. Ideally, observations such as these will be carried out as often as possible, each time the cargo is unloaded, and should require minimal administration support.

Step 9: The wine arrives in England and is delivered to the retailer, ready for purchasing by the consumer.

Step 10: The consumer takes the wine and scans it using the reader located in the shop. The consumer views the product media using the user interface supplied and can now base his/her purchasing decisions upon the production information given.

8 Database Structure
A relational database is used to store the product and profile information. The structure of the database is shown below.
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9 Program Information

9.1 Overview

The product section of the program allows product data to be viewed by a user, and give the user access to product media, map and comment information. Users can also add comments of their own.

The profile part of the program allows the viewing and editing of profiles used to group and assigns media items to products in the database. The profile servlets are relatively straightforward and simplistic, but serve to give an indication of how profiles would be used in the Fair Tracing system. 

9.2 User Interface

Locating a product

The main page gives the user two different options to locate a product. The entire id can be entered in a text box that will open the product information page, or the user can click on a link that allows a search using parameters. The parameter search page will open another page where a user can enter a keyword that will be used to query the database and search for matching character sequences in the product description field. If a search finds any matches, they will each be displayed on a separate line on the page, the product ID will be displayed along with the product description and a link 'more info'. The 'more info' link will take the user to the product information page.
Product Information

The product information page displays the product ID number and the product description. Any product comments are also displayed. Three links are also displayed, a link to view the map, a link to view media and an 'add comment' link. The map information page displays a Google map of the route take by the product. The map is centered on the first observation location, markers on the map represents each observation. Each marker can be clicked on with the mouse to reveal an info window. Each info window has three tabs, location, time and distance. The location displays the observation location field of the observation relation. The time shows the observation time, and the distance shows a calculated straight line distance from the first observation (Earth curvature is taken into account). A route is shown using a poly line that joins each marker with a straight line. The media page shows all of the media attached to the product. Pictures are displayed on the page, movies and sound clips can also be implemented (although only images are included in the program).
Product Comments

The product comments show every comment attached to the product. The comment is displayed along with the comment authors name New comments can be added by clicking on the add comment link. The add comment page opens and the user can enter a comment and comment author name into text boxes and submit the information. The database is immediately updated and the product comment page is displayed containing the newly entered comment.

9.3 Servlet Structure

The LocateServletDesc generates a list of products whose product description fields match a given keyword. The keyword is entered in a text box inside an html form in the parameter search page, and is passed to the servlet using a doGet method, the keyword is saved as a string using a request.getParameter method. The servlet then connects to the fairtrace database using the fairtrace user account created by the initialization program. An SQL statement is created and executed to select product information where the description matches the keyword using the 'LIKE' SQL keyword. The results are printed to the html page along with an html (href) link for each product that takes the user to the product information page. The generated link for each product simply prints the address of the product information servlet as well as the value to be passed using the '?' character to denote a variable name with a value.

The ProductInfoServlet generates the information for a product indicated by the product ID retrieved from the doGet request.getParameter method. The servlet connects to the database, retrieves and prints the product ID and description. A second connection is made to the database, and a query is generated to locate and print any product comments associated with the product. HTML links are generated that link to the product map servlet, the product media servlet, and an ‘add new comment’ servlet. Each link includes the product ID variable to ensure the appropriate information is queried by the servlet.

The MediaServlet follows the standard procedure of connecting to the database using the retrieved product ID, and displays the standard product information. A second query is executed that searches for images. If no images are found, a message is displayed; otherwise each picture is displayed on the page using html image tags.

The AddCommentServlet displays the product information as describe above, and generates an html form. The form contains two text boxes, one for the comment content, and one for the comment author. A hidden input type tag is also printed that carries the product ID to the SubmitCommentServlet, which is called upon submission of the form.

The SubmitCommentServlet updates the database using the values entered into the form created by the AddCommentServlet and displays all comments related to the product including the recently entered comment.

The MapServlet follows the same process of the MediaServlet but instead of displaying media, a map is displayed. The details of the Google Map JavaScript generated by the servlet can be seen in the Google Maps section below.

The CreatUserServlet takes user account information entered in a form in the profiles page and enters the information into the database thereby creating a new account. The servlet checks for passwords that are too short (less than 4 characters), differences between both passwords entered and for username availability (duplicate usernames are not allowed). An appropriate error message is displayed, including a link back to the previous page.
The ProfileServlet displays a users list of profiles, using the username and password given when the user logged in. Each profile is displayed as a link that takes the user to the user profile information page. If the password and username do not match an entry in the database, an error message is displayed. 
The ProfileDetailServlet displays the media (in this case, images only) of the profile selected on the profile information page. Each image is displayed with the image description and a link to delete the image. A form is generated to create a new image containing a field for an image URL address and an image description. A form to create a new profile is generated.
The CreatProfileServlet generates a new profile using the profile name entered in the form on the user profile information page. The username is also sent to the servlet so the new profile created is assigned to the username currently logged in.

The AddImageServlet adds a new image to a profile by inserting the image location and description given by the user in the form on the profile information page.

The DeleteImageServlet removes an image from a profile. The delete image link on the profile information page carries the mediaID and user information, needed to identify the image to be deleted and to return the user to the previous page.

9.4 Diagram of servlet structure

The servlets are shown as ovals while the html pages are rectangles. Note that not all html links are displayed for simplicity, most pages link back to a relevant previous page or back to the main page. 
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9.5 Google Maps

The map servlet generates an html page containing JavaScript that implements the Google Maps API. A map key is required for the Google Map to function, and is specific to a URL address. If the web URL is changed, a new map key must be obtained from the Google Map API web page [a15] and the map servlet source code amended accordingly. The map is generated to include the standard pan and zoom controls, in addiction to the satellite photo map rendering controls. The map is centered on the initial observation position upon loading. The GPS coordinates of the center of the map are also generated beneath the map. As the map is panned, the GPS coordinates update to reflex the new map center.

A JavaScript function is then generated, that creates a Google Map marker object (GMarker) that accepts 'point' and 'tabs' as arguments. A point variable is simply a Google Map location that uses Longitude and Latitude for positioning (GLatLng). The 'tabs' variable is an array of tabbed html marker information windows (GInfoWindowTab), which are used to display information relating to a marker. The marker is then created at the location indicated by the 'point' variable. An event is added that listens for a mouse click on a marker (GEvent.addListener(...)), that calls a function that opens a tabbed info windows using the 'tabs' array variable.

The observation ResultSet (obs) created by the map servlet is used to read off the GPS points, time and location data for the product in question using a while loop. Each point is named using an incremented count integer (point1, point2, point3 etc) as this makes identification simple. A distance variable (dist) is created that calculates the distance from the first marker to the current marker. The Google Maps API include a GLatLng method called distanceFrom() that calculates the distance in meters from the GLatLng object dereferenced to a GLatLng object inserted as an argument. An example would be: point3.distanceFrom(start), where 'start' is the GLatLng object of the first observation. 

The info tabs are then created, an array (infoTabs[ ]) is filled with three GInfoWindowTab objects, one for location, time and distance. The location and time tabs contain data from the observation table in the database, while the distance tab contains the distance traveled from the initial marker that was generated in the JavaScript. The markers are then created using the createMarker method, using the 'point' variable to supply the coordinates, and the infoTabs array to create the tabbed info window. A poly line is then created, pushing each 'point' variable into an array called poly. After the while loop, all of the observations have been determined and used to generate one marker per observation, each containing the relevant data. The poly line is then added to the map, joining each observation together with a straight line.
Screenshot of the map page using the Google Map API:
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10 User manual

10.1  Installation program

The FTInitialize program installs the database, user, and tables into a MySQL database. The source code may need to be edited if the JDBC driver on the host machine differs from the Connector-J driver. The section of code ‘com.mysql.jdbc.Driver’ needs to be changed to match the driver used. Before the program is run, the MySQL engine must be started. The root MySQL password needs to be entered as a command line argument when loading the program in order to connect to MySQL as a root user. Once the program has run, the FTAddTestData progam should be run, installing sample data into the database. This step is optional, as data could be manually entered into the database using MySQL directly, but in order to follow the tutorial, the default data should be used. The FTDelete program will remove the database, along with the user, tables and data. The programs must be executed in the order mentioned above, otherwise errors will occur. The database must be created before it is deleted or data is added.
10.2  Compiling the fairtrace source code

The source code in each servlet needs to be modified to work using different MySQL drivers and home URL addresses. The source code works using the connector-j JDBC driver, version 3.1, available from the MySQL website [a17]. To make the source code editing easier, two strings, JDBCDriver and homeURL are declared and initialized near the beginning of each servlets. Changing the two strings in each servlet is required if the JDBC driver and home URL differ from the default values. The default values are http://localhost:8084/FTWebtest/ for the homeURL and "com.mysql.jdbc.Driver" for JDBCDriver. If a different home URL is used, a new Google Map API key must be obtained [a15] and used to replace the default key in the MapServlet.
10.3  Program tutorial

At the title page click the link to search product using parameters. Enter the text ‘coffee’ into the field and click on the ‘search descriptions’ button. The search results page should display product 1[a1]. Click the ‘more info’ link to view the product info page. Any product comments should be displayed, along with links to further product details. Click the ‘view map’ link to load the product map page. A Google Map should appear on the page. If the map does not appear, there may be a problem with the Google Map API key. The key in the source code provided works for: ‘http://localhost:8084/FTWebtest/’. If the map is displayed, try clicking on the map controls to pan and zoom the map to different locations. The observations should be displayed on the map by markers and joined by a coloured line. Click on a marker to display a tabbed info window. Each tab will display different information. When finished using the map, click on the ‘view media’ link. The product media page should display some images of coffee. Click the ‘product info’ link and then click the ‘add new comment’ link the next page. Enter a comment and a name in the text fields and click the ‘submit comment’ button. The next page should display the new comment along with all other product comments. Click the ‘main page’ link to return to the index page. Enter ‘100’ into the product ID field and click the ‘submit’ button to view a different product.
Click the link ‘profiles page’ to view the profile log-in page. Enter the text ‘chile123’ into the username field and enter ‘nicewine’ into the password field. The user profiles page will display the user information and a single profile called ‘Chile wine standard’. Click on the profile name to display the profile detail page. Pictures of grapes should be visible. Scroll down until the ‘add a new image’ form is found. Try entering a URL for an image file and a description and clicking the ‘submit’ button. A page should load indicating that the image has been added successfully. Click the ‘back to profile’ link to return to the previous page. The new image should appear on the page with the other images. Click the ‘delete image’ button on any picture. A page should load indicating the picture has been deleted. Click the link to go back to the previous page where the image should no be displayed. 
Screenshot of product images page:
[image: image4.png]Media for product: 100

ProductID code: 100
Product Description: White wine from Chile

[product info [siew map

Vineyard in Chie





11 Program evaluation

The program is simplistic and does not contain many complex elements that may be prone to bugs. However, the program requires a lot of user input when running and must be designed to limit cases where an error can occur due to incorrect input. A few instances of servlet errors causing exceptions to be thrown were discovered. These were due to incorrect types entered into text fields.
The program has a security problem, as account passwords that are entered into the html forms are visible in the URL address bar as the next webpage is loaded. The use of cookies would alleviate the problem, but as the program is simply a demonstration and not a working model, the issue is not important in this case. The profile servlets became slightly cluttered as username and password variables where carried between servlets and html pages to ensure the user could link back to the profile information page and still be logged in. If enough extra servlets were added, the use of cookies may serve to simplify the code.
11.1  Setting up remotely
The code needed to be modified to run on the UCL UNIX workstations, as the database drivers differ, the URL links where also changed to reflect a change from using a ‘localhost’ URL to a specific address that can be accessed on the internet. To get the Google Maps to function with a different URL, a new map key was acquired from the Google Map API website, and inserted into the source code. The installation programs were altered to work on the UNIX machines, the MySQL root password and JDBC drivers were taken into account and modified in the code. The database was installed and the servlets were compiled remotely using putty. Tomcat was started and the servlet was tested remotely using a web browser. The program displayed the information required and successfully stored user inputted data in the database. The results highlighted the changes required in the code to successfully run the software on different systems with different URL addresses.
12 Conclusion

12.1  Limits of program

The program is very limited in scope, and simply serves to give a picture of how the Fair Tracing system could work in practice. The program achieves this, through a simple interface that is easy to understand, giving an immediate demonstration of the functionality required by the Fair Tracing system. The program does have obvious limitations, such as the lack of an ‘assign profile to product’ feature, or a ‘generate observation’ function. These features may be useful but would not reflect the intended operation of the system being modeled and would simply clutter the program. The observation data production would be automated in a working system using dedicated software such as the Java Sun RFID server software [a09]. The program does not depend on the system used to track the products; it is simply a user interface. The program only requires adequate observational data and unique product identities to function effectively.
12.2 Future improvements

A useful addition to the tracing software would be a function to determine environmental information regarding product transportation. Carbon footprint and fuel consumption data for the journey of each product could help to reduce overall emissions by allowing informative decisions regarding transport to be made. There are a variety of aviation databases available, many on the Internet [a16], each containing commercial flight paths and fuel information for many different aircraft. By incorporating aviation data into the database, the carbon footprint could be obtained easily. With aircraft and flight path information, fuel consumption could be returned and displayed in info windows on the Google Map in the map servlet. One solution would be to include an airport field to the observation relation, so each observation could be linked to an airport. Another solution would be to use a GPS comparison method to locate the nearest airport, although this solution may provide less accurate results. 

A useful feature would be the inclusion of consumer comments. Customer feedback could reach the producers via consumer comments. The software implementation would be straightforward, but hardware, HCI and logistical considerations would require more planning, as product retailers would need to accommodate customer commenting on their products.
The user end interface must be simple and intuitive, yet fast and robust. Different systems would need to be developed to fit different products and retailers. Some products may simply display a single picture with text; such output would be suitable for a product on a shelf in a busy supermarket. Clothing could incorporate audio or include interactive menus accessible in changing rooms. User input could involve buttons, a keyboard or touch screens, depending on input required and space considerations. 
12.3  Fair Tracing system and EPCglobal

The Fair Tracing system proposed appears to be feasible solution to the problems of supply chain management and consumer producer relations. Asset tracking and the ‘Internet of things’ are areas of technology that are progressing rapidly thanks to organizations such as AutoID-Labs and EPCglobal. Many of the problems identified in the Fair Tracing proposal can already be addressed using current architectures and standards developed by EPCglobal such as the identification system using the EPC system and the integration with RFID technology. The management of EPC readings and data presentation requires EPC middleware within the private network of the subscribing company, middleware that would need to be adapted to implement product media files.

The subscription costs are concerns that would need to be addressed if the EPCglobal network is used. One of the goals of the Fair Tracing project is to try and create a freely available toolkit containing open source software and project guidelines for mapping value chains and technical knowledge required. Due to the subscription costs, the effectiveness of implementing the toolkit may be limited if interested parties wish to adopt the Fair Tracing system using an EPCglobal network. The information could still prove invaluable to those wishing to use the Fair Tracing system, but without paying for EPC Domain Numbers and access to EPC services, a Fair Tracing/EPCglobal system cannot be implemented.

A pilot is essential when implementing a new system using cutting edge technology. Vital feedback can be obtained and early problems can be amended early. The project will involve the testing of hardware, such as the scanning of RFID tags, positioning of antennas and installation of computers with Internet connections, as well as software testing. The consumer end of the system must also be piloted, and user evaluations used to ensure usability, efficiency and stability. This includes the RFID shelf readers and user interface displaying product media information.

As stated in a report on RFID/EPC adoption [b27] including over 30 firms, a large majority reported that pilot tests had not produced convincing proof of business benefits. The report states that many found the quality of asset racking data received from the system to be lower than expected. It was also found that results varied greatly in different areas, suggesting that the system needs to be adapted for different cases. The report concludes that despite the various shortcomings, companies using RFID/EPC state that the technology is always improving and long term benefits are expected.
EPCglobal has come under criticism from ODIN technologies [b17], which suggest that the US Department of Defense (DoD) could use an alternative RFID identification system. The DoD has issued its own mandate to its many thousands of suppliers to adopt RFID tracking systems. The DoD was a member of the Auto-ID center, but is trying to move away from EPCglobal and Auto-ID and investigate alternative systems of identification using RFID. The DoD are considering the utilization of IPv6 to identify products. IPv6 is the new version of Internet address identification that uses 128 bit addresses. The IP address could use a segment of 64 or 96 bits as an EPC equivalent identification system as part of an IP address. This could have a huge impact on the impact of EPCglobal, as the DoD has many more suppliers than Wal-Mart. The DoD suggests that the EPCglobal network is mainly focused on consumer packaged goods and if it doesn’t branch out further into other areas, the future success of EPC could be reduced.
The alternative route is to completely abandon the EPCglobal system and implement a similar but a more closed warehouse management system (WMS). A similar system could be created that does not require subscription costs, although development would probably require more money and time. The issue of future global integration is another key factor. As greater numbers of enterprises adopt the EPC network, the nearer it becomes to being a global standard, the promise of future compatibility may be enough to mitigate the relatively low subscription costs.

Besides issues involved with tracking system technology, there are basic communication problems that need to be addressed also. Many problems can be associated with communication between different countries trading with each other. For the system to be totally transparent, some form of regulation is necessary. Often is the case, where a farming cooperative representative who speaks on behalf of other farmers, does not have their best interests at heart. In many developing countries, a good knowledge of computers, numeric and language skills can give somebody a great advantage over others. Those without the necessary skills can find themselves being taken advantage of as the system of which they are a part of is not fully understood. Corruption also plays a large part in governments and business, and must also be addressed and minimized if possible. These problems vary greatly with different countries and regions, and should be addressed carefully to avoid exploitation of farmers and labourers, who can benefit greatly from the Fair Tracing project.
The Fair Tracing project is ambitious, and suggests a creative and exciting use of tracking technology, that may prove to benefit many. RFID technology is moving at a rapid pace, and although the EPCglobal network appears to dominate the consumer packaged goods industry, it is not without critics and detractors. The adoption of an RFID system is expensive and not without risks, although there are many reports, case studies and books available to aid decision making. The fairtrace program hints at the power and effectiveness of such a system, giving a quick and simple demonstration of a working, and hopefully future model.
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Appendix A: List of terms and Acronyms
EPC



Electronic Product Code
EPSRC


Environmental and Physical Science Research Council

HF



High Frequency
LF



Low Frequency
ONS



Object Naming Service
PML



Physical Markup Language

RFID



Remote Frequency Identification
UHF



Ultra High Frequency
UPC



Universal Product Code
URL



Uniform Resource Locator
XML



Extensible Markup Language

Passive tag


RFID tag without internal power source
Active tag


RFID tag with internal power source


Integrated circuit

The section of an RFID tag were the EPC is stored.
Fair Tracing


The name of the EPSRC project
fairtrace


The name of the product information browser software
Serialization


The identification of unique items
Middleware


The software network that converts EPCs into usable data
EPCglobal


The organisation responsible for RFID/ECP adoption
Savant



The deprecated term for Middleware
Appendix B: Google Map JavaScript example
<!DOCTYPE html PUBLIC '-//W3C//DTD XHTML 1.0 Strict//EN''http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd'>

<html xmlns='http://www.w3.org/1999/xhtml'>

    <head>

        <meta http-equiv='content-type' content='text/html; charset=utf-8'/>

        <title>Product Map Info</title>

        <script src='http://maps.google.com/maps?file=api&amp;v=2&amp;key=ABQIAAAAKycfMTlSTZfHs_LCRzisshTFRfqDGOwfXAlOK-54sJyR4NNS5RQ35wM4pQsyo2tbbUjF00CqjlEzxQ' type='text/javascript'></script>

    </head>

    <body onload='load()' onunload='GUnload()'>

        <h1>Map for product: 100</h1>

        <b>Product ID code:</b>

        &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;

        100<br>

        <b>Product Description:</b>&nbsp;

        White wine from Chile<BR>

        <a HREF='http://localhost:8084/FTWebtest/index.jsp'>main page</a>

        |<a HREF='http://localhost:8084/FTWebtest/ProductInfoServlet?productID=100'>product info</a>

        |<a HREF='http://localhost:8084/FTWebtest/MediaServlet?productID=100'>view media</a><BR><BR>

        <div id='map' style='width: 800px; height: 700px'></div>

        <script type='text/javascript'>

//<![CDATA[

function load() {

    if (GBrowserIsCompatible()) {

        var map = new GMap2(document.getElementById('map'));

        map.addControl(new GLargeMapControl());

        map.addControl(new GMapTypeControl());

        map.addControl(new GOverviewMapControl());

        var start = new GLatLng(-33.1439,-71.6178);

        map.setCenter(start , 4);

        GEvent.addListener(map, 'moveend', function() {var center = map.getCenter();

        document.getElementById('message').innerHTML = center.toString();});

        function createMarker(point, tabs) {

            var marker = new GMarker(point);

            GEvent.addListener(marker, 'click', function() {

                marker.openInfoWindowTabsHtml(tabs);

            });

            return marker;}

        var poly = [];

        var point1 = new GLatLng(-33.1439,-71.6178);

        var dist = (((point1.distanceFrom(start))/1000).toFixed(1)).toString();

        var infoTabs = [

                new GInfoWindowTab('Location', 'Chile,airport'),

                new GInfoWindowTab('Time', '2006-01-21 16:23:12.0'),

                new GInfoWindowTab('Dist.', 'distance travelled (km): <BR>' + dist)

                ];

        map.addOverlay(createMarker(point1,infoTabs));

        poly.push(point1);

        var point2 = new GLatLng(-21.9654,-41.0908);

        var dist = (((point2.distanceFrom(start))/1000).toFixed(1)).toString();

        var infoTabs = [

                new GInfoWindowTab('Location', 'Brazil main airport'),

                new GInfoWindowTab('Time', '2006-01-23 10:23:54.0'),

                new GInfoWindowTab('Dist.', 'distance travelled (km): <BR>' + dist)

                ];

        map.addOverlay(createMarker(point2,infoTabs));

        poly.push(point2);

        var point3 = new GLatLng(51.4668,-0.4573);

        var dist = (((point3.distanceFrom(start))/1000).toFixed(1)).toString();

        var infoTabs = [

                new GInfoWindowTab('Location', 'UK London Heathrow'),

                new GInfoWindowTab('Time', '2006-01-24 15:21:59.0'),

                new GInfoWindowTab('Dist.', 'distance travelled (km): <BR>' + dist)

                ];

        map.addOverlay(createMarker(point3,infoTabs));

        poly.push(point3);

        map.addOverlay(new GPolyline(poly));

    }}

//]]>

        </script>

        <div id='message'></div>

    </body>

</html>
Appendix C: HTML and XML pages

index.jsp
<%@page contentType="text/html"%>

<%@page pageEncoding="UTF-8"%>

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"

   "http://www.w3.org/TR/html4/loose.dtd">

<html>

    <head>

        <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

        <title>Main Page</title>

    </head>

    <body>

        <h1>Main Page</h1>

        <BR><img src="http://img169.imageshack.us/img169/4631/logoka0.jpg" alt="Fair Trade logo"/>

        <BR><BR>

        Locate by searching for parameters

        <a href="locate.html">here</a>

        <BR>

        <BR>

        <form name="IDSearch" action="ProductInfoServlet">

            If you know the product ID, enter here:

            <BR>

            <input type="text" name="productID"  />

            <input type="submit" value="submit" />

        </form>

        <BR>

        <a href="login.html">Profiles page</a>

    </body>

</html>

locate.html
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">

<html>

    <head>

        <title>Locate product</title>

    </head>

    <body>

        <h1>Locate product</h1>

        <BR>

        <form name="locateDesc" action="LocateServletDesc">

            Enter product Description

            <input type="text" name="desc" />

            <input type="submit" value="search descriptions" name="DescSearch" /><BR>

        </form>

    </body>

</html>

login.html
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">

<html>

    <head>

        <title>Log in page</title>

    </head>

    <body>

        <h1>Log in</h1>

        <BR><BR>

        Current users: Please enter you username and password:

        <BR>

        <BR>

        <form name="login" action="ProfileServlet">

            username

            <input type="text" name="username" />

            <BR>

            <BR>

            password

            <input type="password" name="password" />

            <BR>

            <BR>

            <input type="submit" value="Go" name="login" /><BR>

        </form>

        <BR>

        New users: Create new account:<BR><BR>

        <form name="newacc" action="CreateUserServlet">

            username:<BR>

            <input type="text" name="username" size="25" /><BR><BR>

            password: (4-10 characters)<BR>

            <input type="password"  name="password1" size="10" /><BR><BR>

            enter password again:<BR>

            <input type="password" name="password2" size="10" /><BR><BR>

            first name:<BR>

            <input type="text" name="fName" size="20" /><BR><BR>

            last name:<BR>

            <input type="text" name="lName" size="20" /><BR><BR>

            job title:<BR>

            <input type="text" name="jobTitle" size="50" /><BR><BR>

            <input type="submit" value="Create" name="create"

        </form>

    </body>

</html>

web.xml
<?xml version="1.0" encoding="UTF-8"?>

<web-app version="2.4" xmlns="http://java.sun.com/xml/ns/j2ee" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://java.sun.com/xml/ns/j2ee http://java.sun.com/xml/ns/j2ee/web-app_2_4.xsd">

<servlet>

        <servlet-name>LocateServletDesc</servlet-name>

        <servlet-class> LocateServletDesc</servlet-class>

</servlet>

<servlet>

        <servlet-name>ProductInfoServlet</servlet-name>

        <servlet-class> ProductInfoServlet</servlet-class>

</servlet>

<servlet>

        <servlet-name>MapServlet</servlet-name>

        <servlet-class> MapServlet</servlet-class>

</servlet>

<servlet>

       <servlet-name>MediaServlet</servlet-name>

       <servlet-class> MediaServlet</servlet-class>

</servlet>

<servlet>

       <servlet-name>AddCommentServlet</servlet-name>

       <servlet-class> AddCommentServlet</servlet-class>

</servlet>

<servlet>

        <servlet-name>SubmitCommentServlet</servlet-name>

        <servlet-class> SubmitCommentServlet</servlet-class>

</servlet>

<servlet>

        <servlet-name>CreateUserServlet</servlet-name>

        <servlet-class> CreateUserServlet</servlet-class>

</servlet>

<servlet>

        <servlet-name>ProfileServlet</servlet-name>

        <servlet-class> ProfileServlet</servlet-class>

</servlet>

<servlet>

        <servlet-name>ProfileDetailServlet</servlet-name>

        <servlet-class> ProfileDetailServlet</servlet-class>

</servlet>

<servlet>

        <servlet-name>AddImageServlet</servlet-name>

        <servlet-class> AddImageServlet</servlet-class>

</servlet>

<servlet>

        <servlet-name>DeleteImageServlet</servlet-name>

        <servlet-class> DeleteImageServlet</servlet-class>

</servlet>

<servlet-mapping>

        <servlet-name>LocateServletDesc</servlet-name>

        <url-pattern>/LocateServletDesc</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>ProductInfoServlet</servlet-name>

        <url-pattern>/ProductInfoServlet</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>MapServlet</servlet-name>

        <url-pattern>/MapServlet</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>MediaServlet</servlet-name>

        <url-pattern>/MediaServlet</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>AddCommentServlet</servlet-name>

        <url-pattern>/AddCommentServlet</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>SubmitCommentServlet</servlet-name>

        <url-pattern>/SubmitCommentServlet</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>CreateUserServlet</servlet-name>

        <url-pattern>/CreateUserServlet</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>ProfileServlet</servlet-name>

        <url-pattern>/ProfileServlet</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>ProfileDetailServlet</servlet-name>

        <url-pattern>/ProfileDetailServlet</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>AddImageServlet</servlet-name>

        <url-pattern>/AddImageServlet</url-pattern>

</servlet-mapping>

<servlet-mapping>

        <servlet-name>DeleteImageServlet</servlet-name>

        <url-pattern>/DeleteImageServlet</url-pattern>

    </servlet-mapping>

    <session-config>

        <session-timeout>

            30

        </session-timeout>

    </session-config>

    <welcome-file-list>


<welcome-file>

            index.jsp

        </welcome-file>

    </welcome-file-list>

</web-app>
Appendix D: Database dictionary

	Entity Name
	Attributes
	Description
	Data Type & Length
	Key
	Nulls

	product
	prodID
	Product ID code (EPC number)
	25 variable characters
	PK
	No

	
	prodCreationDate
	Date of product creation
	DateTime
	
	Yes

	
	prodDesc
	Description of product
	250 variable characters
	
	Yes

	
	prodTypeID
	Product type unique identifier
	11 integers
	FK
	No

	
	countryID
	Country unique identifier
	11 integers
	FK
	No

	
	profileID
	Media profile unique identifier
	11 integers
	FK
	No

	profile
	profileID
	Media profile unique identifier
	11 integers
	PK
	No

	
	userName
	Username of profile creator
	25 variable characters
	FK
	No

	
	profileName
	Name given to media profile
	100 variable characters
	
	Yes

	observation
	observationID
	Observation unique identifier
	11 integers
	PK
	No

	
	prodID
	Product ID code (EPC number)
	25 variable characters
	FK
	No

	
	GPSLon
	GPS Longitude coordinates
	9 variable characters
	
	Yes

	
	GPSLat
	GPS Latitude coordinates
	9 variable characters
	
	Yes

	
	obsLocation
	Location of observation
	50 variable characters
	
	Yes

	
	obsDate
	Date of observation
	DateTime
	
	Yes

	media
	mediaID
	Media unique identifier
	11 integers
	PK
	No

	
	profileID
	Media profile unique identifier
	11 integers
	FK
	No

	
	mediaTypeID
	Media type unique identifier
	11 integers
	FK
	No

	
	fileLocation
	Location of file (URL etc.)
	100 variable characters
	
	Yes

	
	mediaDesc
	Description of media file
	250 variable characters
	
	Yes

	product-Comment
	prodCommentID
	Comment unique identifier
	11 integers
	PK
	No

	
	prodID
	Product ID code (EPC number)
	25 variable characters
	FK
	No

	
	prodComment
	Product comment
	250 variable characters
	
	Yes

	
	dateAdded
	Date when comment was added
	Date
	
	Yes

	
	addedBy
	Name of comment author
	50 variable characters
	
	Yes

	country
	countryID
	Country unique identifier
	11 integers
	PK
	No

	
	countryDesc
	Name of country
	50 variable characters
	
	Yes

	mediaType
	mediaID
	Media unique identifier
	11 integers
	PK
	No

	
	mediaTypeDesc
	Media type description
	50 variable characters
	
	Yes

	Product-Type
	prodTypeID
	Product type unique identifier
	11 integers
	PK
	No

	
	prodTypeDesc
	Product type description
	50 variable characters
	
	Yes

	userInfo
	userID
	User unique identifier
	11 integers
	PK
	No

	
	username
	Log-in user name
	25 variable characters
	
	Yes

	
	Password
	Log-in user password
	10 variable characters
	
	Yes

	
	lName
	Last name of user
	20 variable characters
	
	Yes

	
	fName
	First name of user
	20 variable characters
	
	Yes

	
	jobTitle
	Job title of user
	50 variable characters
	
	Yes


Appendix E: Source code
AddCommentServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Adds a comment to a product

 *

 * <dt>Description:

 * <dd> Upon receiving a productID, the servlet creates an html

 * page containing a form. The data entered in the form is sent to

 * the SubmitCommentServlet when the submit button is clicked.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class AddCommentServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String productID = request.getParameter("productID");

        String resultDesc = "empty";

        String comment = "empty";

        String commentAuthor = "empty";

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>Add Comment</title>");

        out.println("</head>");

        out.println("<body>");

        try {        

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // create SQL statement using description entered from search page

            Statement stmt = conn.createStatement();

            ResultSet rst = stmt.executeQuery("SELECT prodDesc FROM product" +

                    " WHERE prodID = " + productID);

            out.println("<h1>Add Comment to product: " + productID + "</h1>");

            // print product ID and product description

            rst.next();

            resultDesc = rst.getString(1);

            out.println("<b>Product ID code:</b>");

            out.println("&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;");

            out.println(productID + "<br>");

            out.println("<b>Product Description:</b>&nbsp;");

            out.println(resultDesc + "<BR><BR>");

            // Close conection and result set

            conn.close();

            rst.close();

            // create form with text fields

            out.println("<form name='addComment' action='SubmitCommentServlet'>");

            out.println("Please enter your name:<BR>");

            out.println("<input type='hidden' name='productID' value='" + productID +"'/>");

            out.println("<input type='text' name='authorName' size= 50 /><BR><BR>");

            out.println("Enter comment (max 250 characters):<BR>");

            out.println("<input type='text' name='commentContent' size=100 maxlength=250 /><BR><BR>");

            out.println("<input type='submit' value='submit comment' name='DescSearch' />"); 

            // Create a link to the maps page:

            out.println("<BR><BR>");

            out.println("<a HREF='" + homeURL + "MapServlet?productID="

                    + productID + "'>view map</a>");

            // Create a link to the media page:

            out.println("<BR><BR>");

            out.println("<a HREF='" + homeURL + "MediaServlet?productID="

                    + productID + "'>view media</a>");

            out.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");

            out.close();

        }     

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

AddImageServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Adds an image to a profile

 *

 * <dt>Description:

 * <dd> Upon receiving user, profile and image information,

 * the servlet inserts the data into the fairtrace database.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class AddImageServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String fileLocation = request.getParameter("imageLocation");

        String mediaDesc = request.getParameter("imageDesc");

        String profileID = request.getParameter("profileID");

        String username = request.getParameter("username");

        String password = request.getParameter("password");

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>Add Image</title>");

        out.println("</head>");

        out.println("<body>");

        out.println("<h1>Adding Image</h1>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // add image to database

            Statement add = conn.createStatement();

            add.executeUpdate("INSERT INTO media (profileID,mediaTypeID,fileLocation,mediaDesc)" +

                    " VALUES (" + profileID + ",1,'" + fileLocation + "','" + mediaDesc + "')");

            add.close();

            out.println("<BR>Image added successfully!");

            out.println("<BR><a HREF='" + homeURL + "ProfileDetailServlet?profileID=" +

                      profileID + "&username=" + username + "&password=" + password + "'>" +

                    "back to profile</a>");

            // close connection and out stream

            conn.close();

            out.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");}

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

CreateProfileServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Creates a new profile

 *

 * <dt>Description:

 * <dd> After receiving user and profile information, the

 * servlet prints the user information to an html page and 

 * inserts the profile into the database.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class CreateProfileServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String username = request.getParameter("username");

        String password = request.getParameter("password");

        String profileName = request.getParameter("profileName");

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";        

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>New Profile</title>");

        out.println("</head>");

        out.println("<body>");

        out.println("<h1>New Profile</h1>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // Get user info

            Statement stmt = conn.createStatement();

            ResultSet rst = stmt.executeQuery("SELECT userName,fName," +

                    "lName,jobTitle FROM userInfo WHERE " +

                    "userName = '" + username + "' AND password = '" + password + "'");

            rst.next();

            // Print user info

            out.println("<BR>User info:<BR>");

            out.println("<BR>username: " + rst.getString(1));

            out.println("<BR>First name: " + rst.getString(2));

            out.println("<BR>Last name: " + rst.getString(3));

            out.println("<BR>Job title: " + rst.getString(4) + "<BR>");

            // Add profile to database

            Statement add = conn.createStatement();

            add.executeUpdate("INSERT INTO profile (userName, profileName) " +

                    "VALUES ('" +  username + "','" + profileName + "')");

            out.println("<BR>New profile added");         

            // Print html link back to profile page

            out.println("<BR>Go back to <a HREF='" + homeURL + "ProfileServlet?username=" 

                    + username + "&password=" + password + "'>" +

                    "profile info page</a>");

            // close connection and out stream

            conn.close();

            out.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");}

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

CreateUSerServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Adds user account information into the database

 *

 * <dt>Description:

 * <dd> Upon receiving the user account information, the servlet

 * checks password size and verification and uniqueness of username.

 * If the checks are passed, the information is inserted into the database.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class CreateUserServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        // Set variables

        String username = request.getParameter("username");

        String password1 = request.getParameter("password1");

        String password2 = request.getParameter("password2");

        String fName = request.getParameter("fName");

        String lName = request.getParameter("lName");

        String jobTitle = request.getParameter("jobTitle");

        boolean error = false;        

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>Creating user</title>");

        out.println("</head>");

        out.println("<body>");

        out.println("<h1>Creating user...</h1><BR><BR>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // Query database to see if username is already there

            Statement stmt = conn.createStatement();

            ResultSet nameCheck = stmt.executeQuery("SELECT COUNT(*) FROM userInfo " +

                    "WHERE userName = '" + username + "'");

            nameCheck.next();

            // If the name is already there, print eand flag error

            if(nameCheck.getInt(1)!=0){                

                error = true;

                out.println("<BR>Error! username already taken");

            }            

            nameCheck.close();          

            // If passwords are diffenent, print and flag error

            if(!password1.contentEquals(password2)){                

                error = true;

                out.println("<BR>Error! passwords differ");

            }

            // If password is too short, print and flag error

            if(password1.length()<4){                

                error = true;

                out.println("<BR>Error! password is too short");

            }

            // Update database with user info if no errors found

            if(!error){               

                // add info to database

                Statement add = conn.createStatement();

                add.executeUpdate("INSERT INTO userInfo (userName,password,fName," +

                        "lName,jobTitle) VALUES ('"+ username +"','"+ password1 +

                        "','"+ fName +"','"+ lName +"','"+ jobTitle +"')");

                add.close();

                // Print html

                out.println("<BR>Created new user!<BR><BR>");

                out.println("<a href='login.html'>Go back</a> and log in");

            }

            // Display message if errors detected

            if(error){                

                out.println("<BR>User not created, please");

                out.print("<a href='login.html'>go back</a> and try again.");

            }

            conn.close();

            out.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");

            out.close();

        }

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

DeleteImageServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Allows the user to delete an image from a profile.

 *

 * <dt>Description:

 * <dd> Profile, user info and imageID are obtained and used

 * to drop a record from the media relation in the database.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class DeleteImageServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String mediaID = request.getParameter("mediaID");

        String profileID = request.getParameter("profileID");

        String username = request.getParameter("username");

        String password = request.getParameter("password");

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>Deleting Image</title>");

        out.println("</head>");

        out.println("<body>");

        out.println("<h1>Deleting Image</h1>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // add image to database

            Statement del = conn.createStatement();

            del.executeUpdate("DELETE FROM media WHERE " +

                    "mediaID=" + mediaID);

            del.close();

            out.println("<BR>Image deleted successfully!");

            // Print html link back to profile information page

            out.println("<BR><a HREF='" + homeURL + "ProfileDetailServlet?profileID=" +

                      profileID + "&username=" + username + "&password=" + password + "'>" +

                    "back to profile</a>");

            // close connection and out stream

            conn.close();

            out.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");}

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

LocateServletDesc.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Returns a list of products with descriptions matching

 * the keyword given

 *

 * <dt>Description:

 * <dd> Upon receiving the keyword string, a query returns a

 * list of products on the html page. A link is generated for each

 * product, linking to the ProductInfoServlet.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class LocateServletDesc extends HttpServlet {

    /** Processes requests for both HTTP <code>GET</code> and <code>POST</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String productDescrip = request.getParameter("desc");

        String resultID = "empty";

        String resultComment = "empty";

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>Servlet LocateServlet</title>");

        out.println("</head>");

        out.println("<body>");

        if(productDescrip.length()!=0){

            try { 

                // connect to database

                Class.forName(JDBCDriver);

                Connection conn = DriverManager.getConnection(

                        "jdbc:mysql://localhost/Fairtrace",

                        "fairtrace",

                        "fairtrace");

                // create SQL statement using description entered from search page

                Statement stmt = conn.createStatement();

                ResultSet rst = stmt.executeQuery("SELECT prodID, prodDesc FROM product" +

                        " WHERE prodDesc LIKE '%" + productDescrip + "%'");

                out.println("<h1>Search Results</h1>");

                // print all results

                while (rst.next()) {

                    resultID = rst.getString(1);

                    resultComment = rst.getString(2);

                    out.println(resultID);

                    out.println("&nbsp;&nbsp;&nbsp;" + resultComment + "&nbsp;");

                    out.println("<a HREF='" + homeURL + "ProductInfoServlet?productID=" +

                            resultID + "'>more info</a>");

                    out.print("<BR>");

                }

                out.println("</form>");

                // Close connection and result sets

                rst.close();

                conn.close();

                out.close();

            } catch (Exception e) {

                out.println("<html><body><p>Exception occurred<p></body></html>");}

        } else{

            // display message

            out.println("No decription was entered!");

            out.println("<BR><a HREF='" + homeURL + "locate.html'>try again</a>");

            out.close();

        }

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

MapServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Generates a google map of product observation.

 *

 * <dt>Description:

 * <dd> Upon receiving a productID, the servlet creates an html

 * page containing a google map using JavaScript. The map shows each

 * observation as a marker giving more information when clicked on.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

import java.util.Calendar;

public class MapServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String productID = request.getParameter("productID");

        String resultDesc = "empty";

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";

        // number of observations

        int numberObs = 0;

        // Map key for specific web URL

        String GMapKey = "ABQIAAAAKycfMTlSTZfHs_LCRzisshTFRfqDGOwfXAlOK-54sJyR4NNS5RQ35wM4pQsyo2tbbUjF00CqjlEzxQ";

        // Print start of html page

        out.println("<!DOCTYPE html PUBLIC '-//W3C//DTD XHTML 1.0 Strict//EN'" +

                "'http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd'>");

        out.println("<html xmlns='http://www.w3.org/1999/xhtml'>");

        out.println("<head>");

        out.println("<meta http-equiv='content-type' content='text/html; charset=utf-8'/>");

        out.println("<title>Product Map Info</title>");

        // print java script info and GMap key

        out.println("<script src='http://maps.google.com/maps?file=api&amp;v=2&amp;key=" + GMapKey +

                "' type='text/javascript'></script>");

        out.println("</head>");

        out.println("<body onload='load()' onunload='GUnload()'>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // create SQL statement using description entered from search page

            Statement stmt = conn.createStatement();

            ResultSet rst = stmt.executeQuery("SELECT prodDesc FROM product" +

                    " WHERE prodID = " + productID);

            out.println("<h1>Map for product: " + productID + "</h1>");

            // print product ID and product description

            while (rst.next()) {

                resultDesc = rst.getString(1);

                out.println("<b>Product ID code:</b>");

                out.println("&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;");

                out.println(productID + "<br>");

                out.println("<b>Product Description:</b>&nbsp;");

                out.println(resultDesc + "<BR>");

                // print a link back to main page

                out.println("<a HREF='" + homeURL + "index.jsp'>main page</a>");

                // print a link to product info page

                out.println("|<a HREF='" + homeURL + "ProductInfoServlet?productID="

                        + productID + "'>product info</a>");

                // print a link to media page

                out.println("|<a HREF='" + homeURL + "MediaServlet?productID="

                        + productID + "'>view media</a><BR><BR>");

            }

            // close resultset

            rst.close();

            // Get number of observations

            ResultSet numObs = stmt.executeQuery("SELECT COUNT(*) FROM observation");

            numObs.next();

            numberObs = numObs.getInt(1);

            numObs.close();     

            // get observation data into a resultset

            ResultSet obs = stmt.executeQuery("SELECT GPSLat, GPSLon, obsDate, obsLocation FROM " +

                    "observation WHERE prodID = " + productID);

            out.println("<div id='map' style='width: 800px; height: 700px'></div>");

            out.println("<script type='text/javascript'>");

            out.println("//<![CDATA[");

            out.println("function load() {");

            out.println("if (GBrowserIsCompatible()) {");

            out.println("var map = new GMap2(document.getElementById('map'));");

            // add map controls

            out.println("map.addControl(new GLargeMapControl());");

            out.println("map.addControl(new GMapTypeControl());");

            out.println("map.addControl(new GOverviewMapControl());");           

            // center map on first observation

            obs.next();

            out.println("var start = new GLatLng(" + obs.getString(2) + ","+ obs.getString(1) + ");");

            out.println("map.setCenter(start , 4);");

            obs.beforeFirst();

            // display coords under map

            out.println("GEvent.addListener(map, 'moveend', function() {" +

                    "var center = map.getCenter();");

            out.println("document.getElementById('message').innerHTML = center.toString();});");

            // create a function that creates a marker given a point an info tab array

            out.println("function createMarker(point, tabs) {");

            out.println("var marker = new GMarker(point);");

            out.println("GEvent.addListener(marker, 'click', function() {");

            out.println("marker.openInfoWindowTabsHtml(tabs);");

            out.println("});");

            out.println("return marker;}");

            out.println();

            // add a polyline to link points

            out.println("var poly = [];");

            // generate observation results into html

            int count = 1;

            while(obs.next()){

                // create a 'point' variable using count int to number variable

                // and use values from numObs result set as coords

                out.println("var point" + count + " = new GLatLng("

                        + obs.getString(2) + "," + obs.getString(1) + ");");

                out.println("var dist = (((point" + count + ".distanceFrom(start))/1000).toFixed(1)).toString();");

                // create the info tabs

                out.println("var infoTabs = [");

                out.println("new GInfoWindowTab('Location', '" + obs.getString(4)  + "'),");

                out.println("new GInfoWindowTab('Time', '" + obs.getString(3).toString()  + "'),");

                out.println("new GInfoWindowTab('Dist.', 'distance travelled (km): <BR>' + dist)");

                out.println("];");

                // create markers using the created point variables

                out.println("map.addOverlay(createMarker(point" + count + ",infoTabs));");

                // add the point to the vector

                out.println("poly.push(point" + count + ");");              

                out.println();

                count++;

            }

            // add the polyline to map

            out.println("map.addOverlay(new GPolyline(poly));");

            // geberate the final script and div tags

            out.println("}}");

            out.println("//]]>");

            out.println("</script>");

            out.println("<div id='message'></div>");

            obs.close();

            conn.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");

            out.close();

        }

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

        out.close();

    }

}

MediaServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Displays all the media files for a product

 *

 * <dt>Description:

 * <dd> The servlet receives productID, prints product information

 * to the html page, queries the database for product images and

 * displays each picture with a description.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class MediaServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String productID = request.getParameter("productID");

        String resultDesc = "empty";

        int numPics = 0;

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>Product Media</title>");

        out.println("</head>");

        out.println("<body>");

        out.println("<h1>Media for product: " + productID + "</h1>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // create SQL statement using productID passed from previous page

            Statement stmt = conn.createStatement();

            ResultSet rst = stmt.executeQuery("SELECT prodDesc,profileID FROM product" +

                    " WHERE prodID = " + productID);

            // print product ID and product description

            rst.next();

            resultDesc = rst.getString(1);

            out.println("<b>Product ID code:</b>");

            out.println("&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;");

            out.println(productID + "<br>");

            out.println("<b>Product Description:</b>&nbsp;");

            out.println(resultDesc + "<BR><BR>");

            int profileID = rst.getInt(2);

            // close resultset

            rst.close();

            // print a link back to main page

            out.println("<a HREF='" + homeURL + "index.jsp'>main page</a>");

            // print a link to product info page

            out.println("|<a HREF='" + homeURL + "ProductInfoServlet?productID="

                    + productID + "'>product info</a>");

            // print a link to map page

            out.println("|<a HREF='" + homeURL + "MapServlet?productID="

                    + productID + "'>view map</a><BR><BR>");

            // create a statement to get number of pictures

            ResultSet picsCount = stmt.executeQuery("SELECT COUNT(*) FROM media WHERE mediaTypeID = 1");

            picsCount.next();

            numPics = picsCount.getInt(1);

            picsCount.close();

            // display a message if there are no pics

            if(numPics==0){

                out.println("This product has no images.");

            }

            // else, get all relevant images

            else{

                ResultSet pics = stmt.executeQuery("SELECT  fileLocation, mediaDesc FROM media " +

                        "WHERE mediaTypeID = 1 AND profileID = " + profileID);

                while(pics.next()){

                    out.println(pics.getString(2) + "<BR><img src='" + pics.getString(1) + "'><BR><BR>");

                }

            }

            // close connection and output stream

            conn.close();

            out.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");

            out.close();

        }     

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

ProductInfoServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Displays onfomration about a product.

 *

 * <dt>Description:

 * <dd> Upon receiving a productID, the servlet creates an html

 * page containing product information. Links to maps, images and

 * add new comment pages are generated.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class ProductInfoServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String productID = request.getParameter("productID");

        String resultDesc = "empty";

        String comment = "empty";

        String commentAuthor = "empty";

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>Product Info</title>");

        out.println("</head>");

        out.println("<body>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // create SQL statement using description entered from search page

            Statement stmt = conn.createStatement();

            ResultSet rst = stmt.executeQuery("SELECT prodDesc FROM product" +

                    " WHERE prodID = '" + productID + "'");

            out.println("<h1>Details for product: " + productID + "</h1>");

            // print product ID and product description

            if (rst.next()) {

                resultDesc = rst.getString(1);

                out.println("<b>Product ID code:</b>");

                out.println("&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;");

                out.println(productID + "<br>");

                out.println("<b>Product Description:</b>&nbsp;");

                out.println(resultDesc + "<BR>");

                rst.close();

                // Query to find any product comments

                ResultSet comments = stmt.executeQuery("SELECT prodComment, dateAdded, addedBy " +

                        "FROM productComment WHERE prodID = " + productID);

                while(comments.next()){

                    commentAuthor = comments.getString(3);

                    comment = comments.getString(1);

                    out.println("<BR><BR><b>Comment:&nbsp;&nbsp;</b>" + comment +

                            "<BR><b>Added by:&nbsp;&nbsp;</b>" + commentAuthor);

                }

                comments.close();

                // Create a link to the maps page:

                out.println("<BR><BR>");

                out.println("<a HREF='" + homeURL + "MapServlet?productID="

                        + productID + "'>view map</a>");

                // Create a link to the media page:

                out.println("<BR><BR>");

                out.println("<a HREF='" + homeURL + "MediaServlet?productID="

                        + productID + "'>view media</a>");

                // Create a link to add a new comment:

                out.println("<BR><BR>");

                out.println("<a HREF='" + homeURL + "AddCommentServlet?productID="

                        + productID + "'>add new comment</a>");

            } else{

                rst.close();

                out.println("No product found with this ID");

                out.println("<BR><a HREF='" + homeURL + "index.jsp'>main page</a>");

            }

            out.close();

            conn.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");}

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

ProfileDetailServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Generates an html page giving profile information.

 *

 * <dt>Description:

 * <dd> Upon receiving a profileID and user account details, the

 * servlet generates an html page giving profile information. The

 * servlet queries the database and displays profile description along

 * with profile images. A form is created allowing new images to be addded.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.net.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class ProfileDetailServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String username = request.getParameter("username");

        String password = request.getParameter("password");

        String profileID = request.getParameter("profileID");

        String profileName ="";

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/"; 

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>Profile detail</title>");

        out.println("</head>");

        out.println("<body>");

        out.println("<h1>Profile details</h1>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            Statement stmt = conn.createStatement();

            ResultSet rst = stmt.executeQuery("SELECT userName,fName," +

                    "lName,jobTitle FROM userInfo WHERE " +

                    "userName = '" + username + "' AND password = '" + password + "'");

            rst.next();

            // Print user info

            out.println("<BR>User info:<BR>");

            out.println("<BR>username: " + rst.getString(1));

            out.println("<BR>First name: " + rst.getString(2));

            out.println("<BR>Last name: " + rst.getString(3));

            out.println("<BR>Job title: " + rst.getString(4) + "<BR>");

            // Get profile name

            ResultSet profName = stmt.executeQuery("SELECT profileName FROM " +

                    "profile WHERE profileID = " + profileID);

            // Print profile name

            profName.next();

            out.println("Profile name: " + profName.getString(1) + "<BR>");

            // print a link back to main page

            out.println("<a HREF='" + homeURL + "index.jsp'>back to main page</a><BR>");

            // Get media info from profile

            ResultSet prof = stmt.executeQuery("SELECT fileLocation, mediaDesc, mediaID " +

                    "FROM media WHERE profileID =" +   profileID);

            // Print images with descriptions

            while(prof.next()){

                out.println("<BR> " + prof.getString(2));

                out.println("<a HREF='" + homeURL + "DeleteImageServlet?mediaID=" +

                        prof.getInt(3) + "&username=" + username + "&password=" + password +

                        "&profileID=" + profileID + "'>delete image</a>");

                out.println("<BR><img src='" + prof.getString(1) + "'><BR>");

            }

            // Create form to add new image

            out.println("<BR>Add a new image:<BR>");

            out.println("<form name='addImage' action='AddImageServlet'>");

            out.println("<input type='hidden' name='profileID' value='" + profileID +"'/>");

            out.println("<input type='hidden' name='username' value='" + username +"'/>");

            out.println("<input type='hidden' name='password' value='" + password +"'/>");

            out.println("Image description:<BR>");

            out.println("<input type='text' name='imageDesc' size=100 100maxlength=250 /><BR><BR>");

            out.println("Enter image URL address::<BR>");

            out.println("<input type='text' name='imageLocation' size=100 maxlength=250 /><BR><BR>");

            out.println("<input type='submit' value='submit' name='addImage' />");

            // close connection and out stream

            conn.close();

            out.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");}

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

ProfileServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Displays a user's profiles and account details.

 *

 * <dt>Description:

 * <dd> Account information is received and used to query the

 * database. If an account is found, the user info and list of

 * profiles are displayed. Each profile is printed with a link to

 * the ProfileDetailSsrvlet. A form to add profile is also generated.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class ProfileServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String username = request.getParameter("username");

        String password = request.getParameter("password");

        int profileID = 0;

        String profileName ="";

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>User profiles</title>");

        out.println("</head>");

        out.println("<body>");

        out.println("<h1>User profile information</h1><BR><BR>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // Get user details fom database

            Statement stmt = conn.createStatement();

            ResultSet rst = stmt.executeQuery("SELECT userName,fName," +

                    "lName,jobTitle FROM userInfo WHERE " +

                    "userName = '" + username + "' AND password = '" + password + "'");

            if(rst.next()){

                // Print user info

                out.println("<BR>User info:<BR>");

                out.println("<BR>username: " + rst.getString(1));

                out.println("<BR>First name: " + rst.getString(2));

                out.println("<BR>Last name: " + rst.getString(3));

                out.println("<BR>Job title: " + rst.getString(4));

                out.println("<BR><BR>Current profiles:");

                // Get profiles for user

                ResultSet profs = stmt.executeQuery("SELECT profileName,profileID from profile " +

                        "WHERE userName = '" + username + "'");

                // Print each profile name

                while (profs.next()){

                    profileName = profs.getString(1);

                    profileID = profs.getInt(2);

                    out.println("<BR><BR><a href="+ homeURL + "ProfileDetailServlet?profileID=" +

                            profileID + "&username=" + username + "&password=" + password +

                            ">" + profileName + "</a>");

                }

                // Create form to add new profile

                out.println("<BR><BR><BR>Add a profile:<BR><BR>");

                out.println("<form name='addProfile' action='CreateProfileServlet'>");

                out.println("<input type='hidden' name='username' value='" + username +"'/>");

                out.println("<input type='hidden' name='password' value='" + password +"'/>");

                out.println("Profile Name:<BR>");

                out.println("<input type='text' name='profileName' size=100 maxlength=100 /><BR><BR>");

                out.println("<input type='submit' value='submit' name='addProfile' />");

            } else{

                out.println("Sorry, wrong username or password<BR>");

                out.println("<a HREF='" + homeURL + "login.html'>try again</a>");

            }

            conn.close();

            out.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");}

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

SubmitCommentServlet.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Inserts a product comment into the database.

 *

 * <dt>Description:

 * <dd> After the user has submitted a product comment from

 * the html page created by the AddCommentServlet, this serlvet

 * inserts the data into the database. All comments are then displayed

 * on the page.

 * </dl>

 * @author  James Mitchener

 */

import java.io.*;

import java.util.Calendar;

import javax.servlet.*;

import javax.servlet.http.*;

import java.sql.*;

public class SubmitCommentServlet extends HttpServlet {

    /** Processes requests for  HTTP <code>GET</code> methods.

     * @param request servlet request

     * @param response servlet response

     */

    protected void doGet(HttpServletRequest request, HttpServletResponse response)

    throws ServletException, IOException {

        response.setContentType("text/html;charset=UTF-8");

        PrintWriter out = response.getWriter();

        // Set variables

        String resultDesc = "empty";

        String productID = request.getParameter("productID");

        String comment = request.getParameter("commentContent");

        String commentAuthor = request.getParameter("authorName");

        // Change accordingly

        String JDBCDriver = "com.mysql.jdbc.Driver";

        String homeURL = "http://localhost:8084/FTWebtest/";

        // Print start of html page

        out.println("<html>");

        out.println("<head>");

        out.println("<title>Comment submitted</title>");

        out.println("</head>");

        out.println("<body>");

        try {

            // connect to database

            Class.forName(JDBCDriver);

            Connection conn = DriverManager.getConnection(

                    "jdbc:mysql://localhost/Fairtrace",

                    "fairtrace",

                    "fairtrace");

            // create SQL statement using description entered from search page

            Statement stmt = conn.createStatement();

            ResultSet rst = stmt.executeQuery("SELECT prodDesc FROM product" +

                    " WHERE prodID = " + productID);

            out.println("<h1>Comment submitted to product: " + productID + "</h1>");

            // print product ID and product description

            rst.next();

            resultDesc = rst.getString(1);

            out.println("<b>Product ID code:</b>");

            out.println("&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;");

            out.println(productID + "<br>");

            out.println("<b>Product Description:</b>&nbsp;");

            out.println(resultDesc + "<BR><BR>");

            rst.close();

            // add comment to database

            Statement add = conn.createStatement();

            add.executeUpdate("INSERT INTO productComment (prodID,prodComment,addedBy)" +

                    " VALUES ('" + productID + "','" + comment + "',' " + commentAuthor + "')");

            add.close();

            // display all product comments

            // Query to find any product comments

            ResultSet comments = stmt.executeQuery("SELECT prodComment, dateAdded, addedBy " +

                    "FROM productComment WHERE prodID = " + productID);

            out.println("<BR>Comments:<BR>");

            while(comments.next()){

                commentAuthor = comments.getString(3);

                comment = comments.getString(1);

                out.println("<BR><BR><b>Comment:&nbsp;&nbsp;</b>" + comment +

                        "<BR><b>Added by:&nbsp;&nbsp;</b>" + commentAuthor);

            }

            // print a link back to main page

            out.println("<BR><BR><a HREF='" + homeURL + "index.jsp'>main page</a>");

            // print a link to product info page

            out.println("|<a HREF='" + homeURL + "ProductInfoServlet?productID="

                    + productID + "'>product info</a>");

            // close resultset, connection and out stream

            comments.close();

            conn.close();

            out.close();

        } catch (Exception e) {

            out.println("<html><body><p>Exception occurred<p></body></html>");}

        // Print end of html page

        out.println("</body>");

        out.println("</html>");

    }

}

FTInitialize.java
/**

 * <dl>

 *

 * <dt>Purpose:

 * <dd> Creates the fairtrace database in MySQL

 *

 * <dt>Description:

 * <dd> Connects to MySQL as root and creates a fairtrace user

 * account, a fairtrace database and empty fairtrace relations.

 * </dl>

 * @author  James Mitchener

 */

import java.sql.*;

public class FTInitialize {

    public static void main(String args[]){

        try {

            Statement stmt;

            // Load mysql JDBC driver

            Class.forName("com.mysql.jdbc.Driver");

            String url = "jdbc:mysql://localhost/mysql";

            String urlFairtrace = "jdbc:mysql://localhost/fairtrace";

            String rootPassword = "";

            String userName = "fairtrace";

            String userPassword = "fairtrace";

            // Get MySQL root password from command line argument

            if(args.length!=1){

                // Display correct usage message if wrong number of args found

                System.out.println("Correct usage: java FTInitialize <root MySQL password>");

            }

            // Set password from command line argument

            else{

                rootPassword = args[0];

            }

            // Connect to the database

            Connection con = DriverManager.getConnection(url,"root",rootPassword);

            // Print connection info to screen

            System.out.println("URL: " + url);

            System.out.println("Connection: " + con);

            // Get a Statement object

            stmt = con.createStatement();

            // Generate the new database

            stmt.executeUpdate("CREATE DATABASE Fairtrace");

            // Create new user

            stmt.executeUpdate(

                    "GRANT SELECT,INSERT,UPDATE,DELETE," +

                    "CREATE,DROP " +

                    "ON Fairtrace.* TO '" + userName + "'@'localhost' " +

                    "IDENTIFIED BY '" + userPassword + "';");

            // Close the connection:

            con.close();

            // Connect to the database

            Connection con2 = DriverManager.getConnection(urlFairtrace,userName,userPassword);

            // Print connection info to screen

            System.out.println("URL: " + url);

            System.out.println("Connection: " + con);

            // Get a Statement object

            stmt = con2.createStatement();

            // Create product Table

            stmt.executeUpdate(

                    "CREATE TABLE product(" +

                    "prodID VARCHAR(25)," +

                    "prodCreationDate DATETIME," +

                    "prodDesc VARCHAR(250)," +

                    "prodTypeID INT NOT NULL," +

                    "countryID INT NOT NULL," +

                    "profileID INT NOT NULL," +

                    "PRIMARY KEY (prodID))");

            // Create productType Table

            stmt.executeUpdate(

                    "CREATE TABLE productType(" +

                    "prodTypeID INT NOT NULL AUTO_INCREMENT," +

                    "prodTypeDesc VARCHAR(50)," +

                    "PRIMARY KEY (prodTypeID))");

            // Create country Table

            stmt.executeUpdate(

                    "CREATE TABLE country(" +

                    "countryID INT NOT NULL AUTO_INCREMENT," +

                    "countryDesc VARCHAR(50)," +

                    "PRIMARY KEY (countryID))");

            // Create observation Table

            stmt.executeUpdate(

                    "CREATE TABLE observation(" +

                    "observationID INT NOT NULL," +

                    "prodID VARCHAR(25) NOT NULL, " +

                    "GPSLon VARCHAR(9), " +

                    "GPSLat VARCHAR(9), " +

                    "obsLocation VARCHAR(50), " +

                    "obsDate DATETIME," +

                    "PRIMARY KEY (observationID))");

            // Create media Table

            stmt.executeUpdate(

                    "CREATE TABLE media(" +

                    "mediaID INT NOT NULL AUTO_INCREMENT," +

                    "profileID INT NOT NULL, " +

                    "mediaTypeID INT NOT NULL," +

                    "fileLocation VARCHAR(100)," +

                    "mediaDesc VARCHAR(250)," +

                    "PRIMARY KEY (mediaID))");

            // Create mediaType Table

            stmt.executeUpdate(

                    "CREATE TABLE mediaType(" +

                    "mediaID INT NOT NULL AUTO_INCREMENT," +

                    "mediaTypeDesc VARCHAR(50)," +

                    "PRIMARY KEY (mediaID))");

            // Create productComment Table

            stmt.executeUpdate(

                    "CREATE TABLE productComment(" +

                    "prodCommentID INT NOT NULL AUTO_INCREMENT," +

                    "prodID VARCHAR(25) NOT NULL, " +

                    "prodComment VARCHAR(250)," +

                    "dateAdded DATE," +

                    "addedBy VARCHAR(50)," +

                    "PRIMARY KEY (prodCommentID))");

            // Create userInfo table

            stmt.executeUpdate(

                    "CREATE TABLE userInfo(" +

                    "userID INT NOT NULL AUTO_INCREMENT," +

                    "userName VARCHAR(25), " +

                    "passWord VARCHAR(10)," +

                    "lName VARCHAR(20)," +

                    "fName VARCHAR(20)," +

                    "jobTitle VARCHAR(50)," +

                    "PRIMARY KEY (userID))");

            // Create profile table

            stmt.executeUpdate(

                    "CREATE TABLE profile(" +

                    "profileID INT NOT NULL AUTO_INCREMENT," +

                    "userName VARCHAR(25) NOT NULL, " +

                    "profileName VARCHAR(100)," +

                    "PRIMARY KEY (profileID))");

            // Close the connection:

            con2.close();

        }catch( Exception e ) {

            e.printStackTrace();

        }

    }

}

FTAddTestData.java
/**

 * <dl>

 * <dt>Purpose:

 * <dd> Adds sample data to fairtrace database

 *

 * <dt>Description:

 * <dd> Connects to the fairtrace database, logs in using

 * the fairtrace account and populates the tables with some

 * test data using insert SQL statements. 

 * 

 * </dl>

 * @author  James Mitchener

 */

import java.sql.*;

public class AddTestData {

    public static void main(String args[]){

        try {

            Statement stmt;

            // Load mysql JDBC driver

            Class.forName("com.mysql.jdbc.Driver");

            String url = "jdbc:mysql://localhost/fairtrace";

            String urlFairtrace = "jdbc:mysql://localhost/fairtrace";

            String userName = "fairtrace";

            String userPassword = "fairtrace";

            // Connect to the database

            Connection con = DriverManager.getConnection(url,userName,userPassword);

            // Print connection info to screen

            System.out.println("URL: " + url);

            System.out.println("Connection: " + con);

            // Connect to the database

            Connection con2 = DriverManager.getConnection(urlFairtrace,userName,userPassword);

            // Print connection info to screen

            System.out.println("URL: " + url);

            System.out.println("Connection: " + con);

            // Get a Statement object

            stmt = con2.createStatement();

            // Enter data into the country table

            stmt.executeUpdate("INSERT INTO country (countryDesc) VALUES " +

                    "('Brazil'),('Uganda'),('Kenya'),('Chile'),('India')," +

                    "('United Kingdom'),('France'),('Argentina')");

            // Enter data into the mediaType table

            stmt.executeUpdate("INSERT INTO mediaType (mediaTypeDesc) VALUES " +

                    "('Image'),('Sound clip'),('Video')");

            // Enter data into productType tables

            stmt.executeUpdate("INSERT INTO productType (prodTypeDesc) VALUES " +

                    "('Coffee'),('Tea'),('Grain'),('Electrical'),('Wine')");

            // Enter data into the product tables

            stmt.executeUpdate("INSERT INTO product (prodID,prodCreationDate,prodDesc," +

                    "prodTypeID,countryID,profileID) VALUES " +

                    "('100','2006-01-21','White wine from Chile','5','4','1')," +

                    "('101','2006-01-28','Coffee from Kampala,Uganda','1','2','2')");

            // Enter data into productComment table

            stmt.executeUpdate("INSERT INTO productComment (prodID,prodComment," +

                    "dateAdded,addedBy) VALUES " +

                    "('100','Fine wine from Chile','2006-01-22 12:30:43','John Doe')," +

                    "('101','Arabica beans, freshly roasted','2006-01-29','Mr Smith')");

            // Enter data into observation table

            stmt.executeUpdate("INSERT INTO observation (observationID,prodID," +

                    "GPSLon,GPSLat,obsLocation,obsDate) VALUES " +

                    "('1','100','-33.1439','-71.6178','Chile,airport','2006-01-21 16:23:12')," +

                    "('2','100','-21.9654','-41.0908','Brazil main airport','2006-01-23 10:23:54')," +

                    "('3','100','51.4668','-0.4573','UK London Heathrow','2006-01-24 15:21:59')," +

                    "('4','101','0.2712','32.5580','Depot, Kampala','2006-01-30 14:32:11')," +

                    "('5','101','-2.4950','32.9016','Mwanza airport Tanzania','2006-02-03 11:54:23')," +

                    "('6','101','51.1454','-0.2134','Gatwick airport UK','2006-02-04 19:23:54')");

            // Enter Data into media table

            stmt.executeUpdate("INSERT INTO media (profileID,mediaTypeID,fileLocation," +

                    "mediaDesc) VALUES " +

                    "('1','1','http://img447.imageshack.us/img447/2299/chilehero7363ok0.jpg','Grapes')," +

                    "('1','1','http://img447.imageshack.us/img447/1011/chilevineyardstt7.jpg','Vineyard in Chile')," +

                    "('2','1','http://img447.imageshack.us/img447/9228/t038217apm1.jpg','Women gathering coffee')," +

                    "('2','1','http://img447.imageshack.us/img447/8897/rio200612gr9.jpg','Coffee beans')");

            // Enter data into profile table

            stmt.executeUpdate("INSERT INTO profile (userName," +

                    "profileName) VALUES " +

                    "('chile123','Chile Wine standard')," +

                    "('uganda123','Coffee Uganda Basic')");

            // Enter data into userInfo table

            stmt.executeUpdate("INSERT INTO userInfo (userID,userName," +

                    "password,lName,fName,jobTitle) VALUES " +

                    "('1','chile123','nicewine','Antonia','Maria','Wine Administrator')," +

                    "('2','uganda123','coffeebean','Kamanzi','Gilbert','Coffee Export Officer')");

            // Close the connection:

            con2.close();

        }catch( Exception e ) {

            e.printStackTrace();

        }

    }

}

FTDelete.java
/**

 * <dl>

 *

 * <dt>Purpose:

 * <dd> Deletes the fairtrace MySQL database and user account.

 *

 * <dt>Description:

 * <dd> Connects to the MySQL fairtrace database as root and deletes

 * the fairtrace account and drops the entire database.

 * </dl>

 * @author  James Mitchener

 */

import java.sql.*;

public class FTDelete {

    public static void main(String args[]){

        try {

            Statement stmt;

            String userName = "fairtrace";

            String userPassword = "fairtrace";

            // Register the JDBC driver for MySQL.

            Class.forName("com.mysql.jdbc.Driver");

            String url = "jdbc:mysql://localhost/mysql";

            String rootPassword = "";

            // Get MySQL root password from command line argument

            if(args.length!=1){

                // Display correct usage message if wrong number of args found

                System.out.println("Correct usage: java FTInitialize <root MySQL password>");

            }

            // Set password from command line argument

            else{

                rootPassword = args[0];

            } 

            Connection con = DriverManager.getConnection(url,"root", rootPassword);

            // Display URL and connection information

            System.out.println("URL: " + url);

            System.out.println("Connection: " + con);

            // Get a Statement object

            stmt = con.createStatement();

            // Remove the user

            stmt.executeUpdate("REVOKE ALL PRIVILEGES ON *.* " +

                    "FROM '" + userName + "'@'localhost'");

            stmt.executeUpdate("REVOKE GRANT OPTION ON *.* " +

                    "FROM '" + userName + "'@'localhost'");

            stmt.executeUpdate("DELETE FROM mysql.user WHERE " +

                    "User='" + userName + "' and Host='localhost'");

            stmt.executeUpdate("FLUSH PRIVILEGES");

            // Delete the database

            stmt.executeUpdate("DROP DATABASE Fairtrace");

            con.close();

        }catch( Exception e ) {

            e.printStackTrace();

        }

    }

}
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